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STATE OF CALIFORNIA • DEPARTMENT OF TRANSPORTATION
NON-EMPLOYEE NETWORK ACCOUNT REQUEST
ADM-3028 (REV 04/2016)
State of California Department of TransportationForm Title: Non-Employee Network Account RequestForm Number: ADM-3028 (Revised April 2016)
A.         BASIC INFORMATION
BASIC INFORMATION
5.         CHECK ONE OF THE FOLLOWING:
5. Check one of the following:
10.         JUSTIFICATION (PLEASE USE A SEPARATE SHEET OF PAPER, IF NECESSARY):
10. Justification (Please use a separate sheet of paper, if necessary)
B.         CHECK ALL THAT APPLY         
CHECK ALL THAT APPLY
C.         ACKNOWLEDGEMENT OF RECEIPT OF DEPARTMENT POLICIES AND DEPUTY DIRECTIVES
ACKNOWLEDGEMENT OF RECEIPT OF DEPARTMENT POLICIES AND DEPUTY DIRECTIVES
THE DIRECTOR'S POLICIES (DP) AND DEPUTY DIRECTIVES (DD) LISTED BELOW CAN BE FOUND ON THE CALTRANS ONRAMP.
1.         DP-02: ETHICS
2.         DP-18: WORK PLACE VIOLENCE 
3.         DP-01: EQUAL EMPLOYMENT OPPORTUNITY PREVENTION
4.         DD-08: DRUG-FREE WORK PLACE
5.         DD-09: INCOMPATIBLE ACTIVITIES AND CONFLICT OF INTEREST
6.         DD-49: SEXUAL HARASSMENT PREVENTION
7.         DD-54: INFORMATION TECHNOLOGY USE STANDARDS
8.         DD-55: MANAGEMENT OF INFORMATION ASSETS AND RECORDS
9.         DD-80: INFORMATION SECURITY CONTROLS POLICY
10.         DD-89: SECURITY OF PORTABLE COMPUTING DEVICES AND PORTABLE ELECTRONIC STORAGE MEDIA
The Director's Policies (DP) and Deputy Directives (DD) listed below can be found on the Caltrans Onramp.1. Link: DP-02: ETHICS2. Link: DP-18: WORK PLACE VIOLENCE 3. Link: DP-01: EQUAL EMPLOYMENT OPPORTUNITY PREVENTION4. Link: DD-08: DRUG-FREE WORK PLACE5. Link: DD-09: INCOMPATIBLE ACTIVITIES AND CONFLICT OF INTEREST6. Link: DD-49: SEXUAL HARASSMENT PREVENTION7. Link: DD-54: INFORMATION TECHNOLOGY USE STANDARDS8. Link: DD-55: MANAGEMENT OF INFORMATION ASSETS AND RECORDS9. Link: DD-80: INFORMATION SECURITY CONTROLS POLICY10. Link: DD-89: SECURITY OF PORTABLE COMPUTING DEVICES AND PORTABLE ELECTRONIC STORAGE MEDIA
D.         ACKNOWLEDGEMENT OF RECEIPT OF INFORMATION SECURITY POLICIES
ACKNOWLEDGEMENT OF RECEIPT OF INFORMATION SECURITY POLICIES
1.         THE NON-EMPLOYEE HAS READ AND UNDERSTANDS THE INFORMATION SECURITY POLICIES IN THE DEPARTMENT'S INFORMATION SECURITY POLICY MANUAL.
1. The Non-Employee has read and understands the Information Security Policies in the department's (Link: Information Security Policy Manual).
E.         INFORMATION SECURITY, CONFIDENTIALITY and NONDISCLOSURE STATEMENT (ISCNS):
INFORMATION SECURITY, CONFIDENTIALITY and NONDISCLOSURE STATEMENT (ISCNS)
1.         THE NON-EMPLOYEE HAS READ AND UNDERSTANDS ALL THE TERMS AND CONDITIONS OF THE ISCNS:  ADM-3036
1. The Non-Employee has/will complete the (Link: Security Awareness Training) and has/will give the certificate of completion to his/her Supervisor/Project Manager.
F.         SECURITY AWARENESS TRAINING
SECURITY AWARENESS TRAINING
1.         THE NON-EMPLOYEE HAS/WILL COMPLETE THE SECURITY AWARENESS TRAINING AND HAS/WILL GIVE THE CERTIFICATE OF COMPLETION TO HIS/HER SUPERVISOR/PROJECT MANAGER.
THE NON-EMPLOYEE HAS/WILL COMPLETE THE SECURITY AWARENESS TRAINING AND HAS/WILL GIVE THE CERTIFICATE OF COMPLETION TO HIS/HER SUPERVISOR/PROJECT MANAGER.
G.         INITIAL/RENEWAL (ACCEPTANCE & ACKNOWLEDGEMENT)
INITIAL/RENEWAL (ACCEPTANCE & ACKNOWLEDGEMENT)
1.         ALL ACCOUNTS WILL BE DISABLED BY CONTRACT END DATE OR AFTER ONE YEAR, WHICH EVER COMES FIRST.
 
BY SUBMITTING THIS FORM, THE SUPERVISOR/CONTRACT MANAGER ACKNOWLEDGES THAT ALL THE DEPARTMENT POLICIES, DEPUTY DIRECTIVES, INFORMATION SECURITY POLICIES, AND THE DEPARTMENT INFORMATION SECURITY GUIDELINES SET FORTH ABOVE HAVE BEEN SHARED WITH THE USER AND THAT THE USER HAS READ AND UNDERSTANDS THEM. FAILURE TO ABIDE CAN RESULT IN IMMEDIATE SUSPENSION OF COMPUTER PRIVILEGES, PERSONAL LIABILITY AND TERMINATION OF THE CONTRACT WITH THE  DEPARTMENT.
1. All accounts will be disabled by contract end date or after one year, which ever comes first. By SUBMITTING THIS FORM, the supervisor/contract manager acknowledges that all the Department Policies, Deputy Directives, Information Security Policies, and Department Information Security Guidelines set forth above have been shared with the user and that the user has read and understands them. Failure to abide can result in immediate suspension of computer privileges, personal liability and termination of the contract with the department.
PRINT
SIGNATURE
DATE
NON-EMPLOYEE 
Non-Employee
Non-Employee Signature
CALTRANS SUPERVISOR/PROJECT MANAGER 
Caltrans Supervisor/Project Manager
Caltrans Supervisor/Project Manager Signature
DEPUTY DIRECTOR OR DESIGNEE 
Deputy Director or Designee
Deputy Director or Designee Signature
ADA Notice
ADA Notice
For individuals with sensory disabilities, this document is available in alternate formats.  For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
For individuals with sensory disabilities, this document is available in alternate formats. For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
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